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 THURSDAY, APRIL 23, 2026

PROGRAM
Main cinema

Auxilliary cinema

 Open doors

 Keynote  Eva Galperin09:00

 Adventures in Router Firmware Through

 Dynamic Taint Analysis
 Ravshan Rikhsiev10:10

08:00

 Opening talk  Martin Hron08:40

 Coffee Break09:45

 From Prompt to Pwn: Abusing Browser

 Small Language Models
 Eyal Arazi10:10

 JA3/JA4+ hashes: A "Secret" Fingerprint

 Identifying Bots and Scrapers
 Miloslav Homer10:40

 Building Deception at Scale: Automating

 Honeypots with Autonomous AI Agents

 Yotam Perkal, 

 Gil Maman
11:00

 Malware Evasion - Packers, Loaders, and

 Why Your EDR Misses Them
 Massimo Bertocchi11:10

 Prompt, Pwn, Profit: A $30k Deep Dive

 into AI Agent Vulnerabilities
 Vasyl Spachynskyi11:40

 Hackerdy  Danny Henderson Jr.11:50

 Exploit is in the logic: Reversing an 

 Android application to hack 

 transactions on an NFC tag.

 Luigi Gubello11:50

 Harder, Better, Faster, Stronger:

 Because “FROM ubuntu:latest” Is a

 Supply-Chain Horror Story

 Vojtech Trcka12:10

Lounge

 Lunch Break12:35



Threat Modeling through Play: A Hands-On

Elevation of Privilege Game Workshop

 Devika Gibbs,

 Simon Gibbs
13:35

 Inside the Fortress: Attacking RFID 

 Access Control Systems
 Marco Sanchez13:35

 How Infostealers slipped through EDRs - 

 Process Doppleganging by IDAT Loader 

 for over 18 months

 Niranjan Jayanand, 

 Archana Manoharan
13:35

 The CSI Hijack: Default Kubernetes

 Storage Drivers Exploitation

 Shaul Ben Hai, Karan 

 Bamal, Idan Nagar
14:25

 Ghost in the Script: Impersonating

 Google App Script projects for stealthy 

 persistence

 Bleon Proko,

 Jakub Pavlík
14:25

 Cloud Agent to Physical Access:

 How Cursor Unlocked My Front Door
 Ari Marzuk15:20

 (Security) Operations fuckups
 Nicol Daňková

15:20

 Coffee Break15:45

 Blind the Kernel: Subverting Integrity

 Checks via Semantic Asymmetry
 Tejaswini Sandapolla16:10

 Hackerdy  Danny Henderson Jr.16:10

 Hunting Malicious Domains at Scale with 

 AI-Augmented OSINT
 Zohar Buber16:10

 The Forgotten Fingerprint: 

 OSINT Through DNS TXT Record Analysis
 Rishi C.17:00

 Who defends the defenders? EDR killers

 landscape boom

 Tomáš Zvara,

 Radek Jizba
17:00

 CLOSING KEYNOTE  Louis Nyffenegger17:30

 CLOSING DAY#1  Martin Hron18:20

 Building a safe harbor for folks in

 cyber security                           
 Ondrej Nekovar16:40



PROGRAM
Main cinema

Auxilliary cinema

Lounge

 FRIDAY, APRIL 24, 2026

 Open doors

 KEYNOTE  Dmitrijs Trizna09:00

08:00

 Opening Day 208:40

 Coffee Break09:45

 Breaching The Perimeter: The Forgotten

 Attack Vector That Always Works

 Jiří Vaněk,

 Chris Cowling
10:10

 The Agents of Chaos:

 AI Driven Malware Generation
 Arad Donenfeld10:10

 Forked and Owned: Taking Over GitHub

 Repositories via a single Pull Request
 Roi Nisimi11:00

 Abusing the Ordinary: New COM-Based

 Windows Attack Vectors
 Marco Balzarin11:00

 1 Click, 0 Warnings: Hijacking Mic,

 Camera & GPS via Browser UI Blindspots
 Armaan Pathan11:50

 Mad data science for practical C2

 detection - the talk

 David Szili,

 Eva Szilagyi
11:50

 Hackerdy  Danny Henderson Jr.11:50

 Lunch Break12:35

 Painless IOS App Pentesting  Khayal Farzaliyev13:35

 Play to Secure: Exploring AI Security

 Through Games

 Devika Gibbs,

 Simon Gibbs
13:35

 Beyond classic detections: unlocking the

 full potential of EDR telemetry
 Dylan Guerville13:35



 Uncovering SAP BTP Attack Vectors,

 Before Someone Else Does!
 Waseem Ajrab14:25

 Decoding Chinese State-Sponsored Cyber

 Activity: Behavioral Models for Early

 Detection and Effective Threat Hunting

 Nathaniel Jones15:15

 LLMs for Vulnerability Fixing:

 Hype or Reality?
 Edouard Viot15:15

 Coffee Break15:40

 LazarOps: APT Tactics Targeting the

 Developers Supply Chain
 Diogo Machado16:05

 Hackerdy  Danny Henderson Jr.16:05

 From Input to Impact: Prompt Injection

 in Production Pipelines
 Mackenzie Jackson16:05

 Call Me By Your [User]Name:

 Modern Identity-Centric Attacks
 Lucie Kadlecova16:35

 RTFM - Read The Fatal Manual:

 When Documentation Creates Critical

 Misconfiguration

 Martin Sohn

 Christensen
16:55

 So You Want to Write a Book? Writing

 About AI Security For No Starch Press
 Harriet Farlow16:55

 CLOSING BSIDES 2026  Martin Hron17:50

 NIGHT TALKS

 Airport Security! - S01 E008 - Breaking

 into your baggage
 Héctor Cuevas Cruz18:30

 Last night a DJ erased my drive  Mathew Caplan19:10

 The Great Train Robbery - Hacking Like

 It’s 1855
 Paul Zenker20:10

 What an "Exploitable CVE" Really Means:

 Moving Beyond CVSS Scores
 Eryx Paredes14:25



Located just off Wenceslas
Square in the heart of Prague,
Kino Lucerna is one of the city’s
most iconic and historic cinemas.
Opened in 1909 as part of the
grand Lucerna Palace complex, it
is among the oldest continuously
operating cinemas in Europe. The
building was developed by the
grandfather of future Czech
president Václav Havel, and it
remains a cultural landmark
today. With its large Art Nouveau-
style Great Hall and beautifully
preserved interior details, Kino
Lucerna offers a unique
atmosphere that blends early
20th-century elegance with
modern film culture.

ABOUT THE
VENUE

ADDRESS
Lucerna Palace
36 Vodičkova
Prague
Czechia

Located in the passage.

50.08137, 14.425403

“KŮŇ” (HORSE)

Created by David
Černý, the
sculpture is a
parody of the
famous statue of
Saint Wenceslas.

https://www.google.com/maps/place/Kino+Lucerna/@50.0813728,14.4205317,17z/data=!3m1!4b1!4m6!3m5!1s0x470b95cbcad2fa3d:0xf7550e0b09259ae0!8m2!3d50.0813695!4d14.4254026!16s%2Fg%2F11g_x4mxg3?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
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INFO STAND
Your go-to place for
help during the event.
Ask questions, get
directions, or solve any
attendee issues here.

CLOAK ROOM
Leave your coat,
backpack, or luggage
safely here so you can
enjoy the event hands-
free.

MAIN + AUX
STAGES

The heart of the event
where talks, panels, and
presentations take
place throughout the
day.

COFFEE
(BREAKS)

Recharge with fresh
coffee and tea during
scheduled breaks
between sessions.

FREE TO TAKE

Community items,
stickers, and small
giveaways — feel free to
grab something!

SWAG SHOP
Grab event
merchandise, souvenirs,
and exclusive goodies
to remember the event.

LoungeLoungeLoungeMAP OF
VENUE

GalleryGalleryGallery

CoffeeCoffee

BarBar

Coffee

Bar

CINEMASCINEMASCINEMAS

ENTRANCEENTRANCEENTRANCE

BREAKFAST
Start the day right with
breakfast and a chance
to meet fellow
attendees before the
program begins.

AMITY
DRINKS

Start the day right with
breakfast and a chance
to meet fellow
attendees before the
program begins.

BADGE
STATION

Fix and upgrade your
electronic badges or try
any of the soldering
activities.

TOILETS

LIVESTREAM

If you can’t make it to
the cinema stages,
catch the stream in our
chill-out zone. Just grab
silent disco headphones
and tune into the
cybersecurity waves.

HACKERDY &
CARD GAMES

Take a break and
challenge friends to
card games or Hackerdy
trivia competition.



Use the IDOS app
(or website) when
planning journeys
via public
transportation. 

https://idos.cz/en

If you are arriving by car, you will have to park further
away and take public transportation as there aren’t
many parking places downtown.

ARRIVAL

Můstek
Můstek
Muzeum

The Central Train Station (Praha hlavní nádraží) is located
very close to the venue. You may either walk ~ 15 minutes
(1km) or take the metro 1 stop to Muzeum (C line).

From the airport take bus 59 to Nádraží Veleslavín and
ride metro line A to Můstek.

PUBLIC TRANSPORTATION IN PRAGUE

Metro, trams, and buses all covered by the same ticket system. Buy
time-based tickets (30, 90 minutes, or 24/72 hours) and validate
them once before your first ride. 

Tickets can be purchased at metro station machines, kiosks, or via
the PID Lítačka app, and inspectors frequently check for valid tickets.

A
B
C

Take the tram to Václavské náměstí
TIP

Prague has 3 metro lines (A–green,
B–yellow, C–red) running from
5:00 a.m. to midnight every 2–5
minutes during peak times. 
Take any line and get off at

https://idos.cz/en
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MAP OF
AREA

A

TIP
If you want to explore Prague,
check out the YouTube channel
Honest Guide for tips on what
to see and do in the city. Link to videos

https://www.youtube.com/playlist?list=PLM9_KZNJw8qEosDPvdt3g9zqCbYf585QT
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WHERE TO EAT
PLEASE NOTE LUNCH IS NOT PROVIDED

Czech cuisine, $$$
Vodičkova 36
hospodalucerna.cz

HOSPODA V LUCERNĚ

Vegetarian & vegan bufet, $$$
Štěpánská 704/61
dhababeas.cz

DHABA BEAS

Indian cuisine/bufet, $$ 
Palackého 715/15
namasteindia.cz/palackeho/

NAMASTE INDIA PALACKÉHO

Chinese steamed Jiaozi dumplings, $$
Palackého 717/11
dimsumspot.cz

DIM SUM SPOT PALACKÉHO

FUKU WOK & SUSHI
Asian cuisine/bufet, $$$
Vodičkova 700/32
fukufood.cz/vodickova/

PLACES WITHIN A 5-MINUTE WALK FROM THE VENUE

https://www.google.com/maps/place/Hospoda+v+Lucern%C4%9B/@50.0813823,14.4227467,17z/data=!3m1!4b1!4m6!3m5!1s0x470b94ed6a1b741b:0x83d6882ae1feed03!8m2!3d50.0813789!4d14.4253216!16s%2Fg%2F1tfh3c95?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Dhaba+Beas/@50.0808932,14.4238404,17z/data=!3m1!4b1!4m6!3m5!1s0x470b954913e03e91:0x19b47da51707d158!8m2!3d50.0808898!4d14.4264153!16s%2Fg%2F11fpjgjs_b?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Namaste+India+restaurant/@50.0808907,14.4213581,17z/data=!3m1!4b1!4m6!3m5!1s0x470b95701fc1ab8b:0xf891343d1c8c78cc!8m2!3d50.0808873!4d14.423933!16s%2Fg%2F11ffg9tdc9?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Dim+Sum+Spot+Palack%C3%A9ho/@50.0809474,14.4210958,17z/data=!3m1!4b1!4m6!3m5!1s0x470b95cc41a2db5d:0xf0c3634be51a469c!8m2!3d50.080944!4d14.4236707!16s%2Fg%2F11rc08thff?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Fuku+-+Wok+%26+Sushi/@50.0810829,14.4223693,17z/data=!3m1!4b1!4m6!3m5!1s0x470b9537333486cd:0xc96213454ccc4deb!8m2!3d50.0810795!4d14.4249442!16s%2Fg%2F11t7c57c44?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
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Many restaurants in the Czech republic will offer a lunch
menu at a convenient price between 11-14 o’clock on
business days. Ordering from the lunch menu tends to be
faster than from the regular menu and some restaurants will
even offer a complementary soup.

TIP

RESTAURACE KYVADLO
Czech cuisine, $$
V Jámě 699/5
kyvadlo.com

SAPA FOOD
Asian cuisine,  $$
Vodičkova 699/28
sapa-food.cz

LAS ADELITAS
Mexican cuisine, $$
V Jámě 633/9
lasadelitas.cz

ISAAC’S BBQ
American BBQ, $$$
Jungmannova 736/10
isaacsbbq.cz

LA CASA TRATTORIA
Mediterranean cuisine, $$
V Jámě 8
lacasatrattoria.com

PORK'S VODIČKOVA
Czech cuisine, $$
Vodičkova 17
www.porks.cz/cs/vodickova

https://www.google.com/maps/place/Kyvadlo+-+Restaurant+-+Pub/@50.0801284,14.4224361,17z/data=!3m1!4b1!4m6!3m5!1s0x470b94f2a1779dbf:0xff0c23a748fd88ca!8m2!3d50.080125!4d14.425011!16s%2Fg%2F1tdfrv_7?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Sapa-food+Vodi%C4%8Dkova/@50.0806191,9.5464062,7z/data=!4m10!1m2!2m1!1sSapa+food!3m6!1s0x470b9552918c49c3:0x35e0d3ce388427a7!8m2!3d50.0806191!4d14.4243359!15sCglTYXBhIGZvb2RaCyIJc2FwYSBmb29kkgEKcmVzdGF1cmFudJoBI0NoWkRTVWhOTUc5blMwVkpRMEZuU1VReWFFNWhTVlozRUFF4AEA-gEECCsQPw!16s%2Fg%2F11p45_zy3j?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Las+Adelitas/@50.0799188,14.3875363,14z/data=!4m10!1m2!2m1!1sLas+Adelitas!3m6!1s0x470b94eed2d1e58b:0xe22a7d48ccfc4872!8m2!3d50.0799188!4d14.4256451!15sCgxMYXMgQWRlbGl0YXMiA4gBAVoOIgxsYXMgYWRlbGl0YXOSARJtZXhpY2FuX3Jlc3RhdXJhbnTgAQA!16s%2Fg%2F11x9yftxd?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Isaac%E2%80%99s+BBQ/@50.0801317,14.417618,17z/data=!3m1!4b1!4m6!3m5!1s0x470b95005408019b:0xcf466a50a6104856!8m2!3d50.0801284!4d14.4224889!16s%2Fg%2F11wv53262t?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/La+Casa+Trattoria/@50.0799981,14.4222727,17z/data=!3m1!4b1!4m6!3m5!1s0x470b95eef8bcae73:0xea268f44caa3f360!8m2!3d50.0799947!4d14.4248476!16s%2Fg%2F11fl9lsdrx?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D
https://www.google.com/maps/place/Pork's+Vodi%C4%8Dkova/@50.0805388,14.4204646,17z/data=!3m1!4b1!4m6!3m5!1s0x470b9501b5aac36b:0xdb0427ab2e226260!8m2!3d50.0805354!4d14.4230395!16s%2Fg%2F11ydh_4bjr?entry=ttu&g_ep=EgoyMDI2MDMwOC4wIKXMDSoASAFQAw%3D%3D


SPONSORS

PARTNERS


	The New Frontier
	ATTENDEE BOOKLET
	ABOUT THE VENUE
	ADDRESS
	50.08137, 14.425403
	“KŮŇ” (HORSE)



	MAP OF VENUE
	HACKERDY & CARD GAMES
	FREE TO TAKE
	BREAKFAST
	AMITY DRINKS
	LIVESTREAM
	TOILETS
	Lounge
	Corridor
	INFO STAND
	CLOAK ROOM
	MAIN + AUX STAGES
	COFFEE (BREAKS)
	BADGE STATION
	SWAG SHOP

	Coffee Bar
	CINEMAS
	ENTRANCE
	Gallery


	ARRIVAL
	If you are arriving by car, you will have to park further away and take public transportation as there aren’t many parking places downtown.
	The Central Train Station (Praha hlavní nádraží) is located very close to the venue. You may either walk ~ 15 minutes (1km) or take the metro 1 stop to Muzeum (C line).
	From the airport take bus 59 to Nádraží Veleslavín and ride metro line A to Můstek.
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	Metro, trams, and buses all covered by the same ticket system. Buy time-based tickets (30, 90 minutes, or 24/72 hours) and validate them once before your first ride.
	Tickets can be purchased at metro station machines, kiosks, or via the PID Lítačka app, and inspectors frequently check for valid tickets.
	Take the tram to Václavské náměstí
	Prague has 3 metro lines (A–green, B–yellow, C–red) running from 5:00 a.m. to midnight every 2–5 minutes during peak times.  Take any line and get off at
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